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IBBIS

: knowing who is using
what biological capabilities and
to do what helps manage risks of
accidental or deliberate misuse
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The Biological Weapons Convention

The Biological Weapons Convention (BWC) effectively prohibits the development,
production, acquisition, transfer, stockpiling and use of biological and toxin weapons. It
was the first multilateral disarmament treaty banning an entire category of weapons of

mass destruction (WMD).

The BWC is a key element in the international community’s efforts to address WMD

Biological Weapons Convention

proliferation and it has established a strong norm against biological weapons. The
Convention has reached almost universal membership with 187 States Parties and four

Signatory States.
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Ambassador José Javier De La Gasca (center), Chair of the 1540 Committee, with participants of the 2024 United Nations Disarmament Fellowship Represe."ﬁtativel O?Eciadoﬁo the

Programme, United Nations Headquarters, New York, United States on 16 October 2024. United Nations




Why think about
potential harms from
misuse of your
capabilities?

Accidental harm

Deliberate misuse

From hazard identification
to risk management
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HOME > SCIENCE » VOL. 383, NO. 6681 > PROTEIN DESIGN MEETS BIOSECURITY

Convened by Helena at The Rockefeller Foundation’s Bellagio Center i July 2023

Chairperson: The Hon. Mark Dybul, MD
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Protein design meets biosecurity
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The power and accuracy of computational protein design have been increasing rapidly with

the incorporation of artificial intelligence (AI) approaches. This promises to transform

hiptechnology, enabling advances across sustainability and medicine. DNA synthesis plays
= critical role in materializing designed proteins. However, as with all major revolutionary
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No 10 worried Al could be used to create
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N o o Convergence: Artificial intelligence and the new
At global summit in UK, Rishi Sunak will highlight risk of .
criminals and terrorists using technology to make and old weapons of mass destruction

The pro and cons of Artificial intelligence

bioweapuns By Emilia Javorsky, Hamza Chaudhry | August 1o, zuzo

Emilia Javorsky

Emilia Javorsky MD, MPH is
the Director of the Futures
Program at the Future of Life
Institute. She is also a
scientist and mentor at the
Wyss... Read More

Hamza Chaudhry

Hamza is US Policy Specialist
at the Future of Life Institute.
Based in Washington DC, his
role involves driving
engagement with the US
Government... Read Maore

0 Officials are increasingly concerned about the misuse of Al to create bioweapons and the need
for regulation to mitigate this. Photograph: Ignatiev/Getty Images
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Mutating Virus Variant
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SARS-CoV-2 Variants Predicted by New
Al Tool, EVEscape

October 11, 2023




What happens when things go well
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Opinion

Weapons technology

James Randerson, science

'I.

correspondent Lax laws, virus DNA and potential for
Wed 14 Jun 2006 23.59 BST terror
f ¥y 2 +Loopholes mean anyone can order gene sequences

- Scientists back voluntary regulation as first step

https://www.theguardian.com/science/20¢16/jun/l4/weaponstechno|ogy.uk
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ScreeNING FRAMEWORK GUIDANCE
FOR PROVIDERS OF SYNTHETIC

DousLe-STrRANDED DNA

https://www.phe.gov/s3/law/syndna/



What happens when things go badly

Two executives receive jail terms.

POLITICO Enter keyword Q EXPLORE NEWSLETTERS & PODCASTS v

Belgian exporters found guilty of
sending chemicals to Syria

BY SIMON MARKS

FEBRUARY 7, 2019 | 6:33 PM CET | ® 4 MINUTES READ

A Belgian court has found three businesses and their owners guilty of
shipping 168 tons of a substance potentially used in the making
of chemical weapons to Syria between 2014 and 2016 without submitting

the appropriate export licenses.

https://lwww.politico.eu/article/belgian-exporters-found-guilty-of-sending-chemicals-to-syria/
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Fighting the spread
of chemical and
biological weapons.

Strengthening global security.
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Any ... genetic element that codes for, any of the
following:

a) any gene or genes ... specific to any listed virus; or
b) any gene or genes specific to any listed bacterium or
fungus, and which
l. In itself or through its transcribed or translated
products represents a significant hazard to human,
animal or plant health, or
Il. could endow or enhance pathogenicity;
c) any listed toxins or their sub-units.
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Building an early warning
system for LLM-aided
biological threat creation
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Managing risks through screening
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Confidence in your customer

PCR reagents

Enhanced
pathogens

Pathogens

Benchtop DNA

synthesis device Pathogen genes

Benign DNA

Broad bioinformatics

database

Risk of misuse of the technology

Customer Screening
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List of Companies and Available Tools to
Assist Providers and Manufacturers in

Scre 91’111"18 Orders . https: J/shorturl.at/kv2kt

IBBIS: COMMON MECHANISM SECUREDNA ACLID
* Free * Free  Commercial
« Flags matches at 50 base » Flags matches at 30 base pairs « Flags matches at 50 base
pairs or above or above pairs or above, capable of
» IGSC Member screening down to 30 base
pairs
» IGSC Member
NCBI: BLAST
* Free
« Bioinformatics tool that can
RTX BBN TECHNOLOGIES: FAST-NA
be adapted for many S BATELLE: ULTRASEQ™
CANNER :
purposes, one of them may be
screening. Providers and « Commercial « Commercial
Manufacturers could use this » Flags matches at 50 base » Flags matches at 50 base
tool to develop in-house pairs or above pairs or above

screening software. ¢ |IGSC Member » IGSC Member
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Guidance

UK screening guidance on

FRAMEWORK FOR NUCLEIC ACID synthetic nucleic acids for IS0 20688-2
SYNTHESIS SCREENING users and providers Biotechnology — Nuclelcacid First edition

Part 2:

Published 8 October 2024 Requirements for the production

and quality control of synthesized

A product of the gene fragments, genes, and
FAST TRACK ACTION COMMITTEE ON Contents genomes
SYNTHETIC NUCLEIC ACID PROCUREMENT SCREENING Introduction
of the Definitions (keywords)
NATIONAL SCIENCE AND TECHNOLOGY COUNCIL Guidance recommendations

Customer screening

Sequence screening

Suspicious transactions

Screening order legitimacy

Record keeping

Compliance with export controls

Following up with the UK government in cases where malintent is suspected

Revised: September 2024

Version 1: April 2024




FRAMEWORK FORNUCLEICACID
SYNTHESIS SCREENING

A product of the
FAST TRACK ACTION COMMITTEE ON
SYNTHETIC NUCLEIC ACID PROCUREMENT SCREENING
of the
NATIONAL SCIENCE AND TECHNOLOGY COUNCIL

Revised: September 2024
Version 1: April 2024

Requires any institution
receiving US Federal funds to
only use synthesis providers
that screen orders &
customers

Could include international
institutions

Released April 2024, Updated
Sept 2024, EIF Oct 2024

Covers biofoundaries

Those making and providing
synthetic DNA to self-attest
they screen



FRAMEWORK FORNUCLEICACID
SYNTHESIS SCREENING

A product of the
FAST TRACK ACTION COMMITTEE ON
SYNTHETIC NUCLEIC ACID PROCUREMENT SCREENING
of the
NATIONAL SCIENCE AND TECHNOLOGY COUNCIL

Revised: September 2024
Version 1: April 2024

September 2024 Update

O

Clarification on genes not
assoclated with pathogenicity
& virulence

Additional self-attestation
details

Grace period for US federally
funded researchers until April
2025

Customer screening for ALL
orders



Manufacturers

Attest to implementing the Framework through a
statement that either is posted on a public website or

provided to both the federally funded customer and
federal funding agency.

Screen synthetic nucleic acids to identify sequences of
concern (SOCs).

Screen customers who submit purchase orders

benchtop nucleic acid synthesis equipment to verify
legitimacy.

Report potentially illegitimate orders of synthetic
nucleic acids involving SOCs or of benchtop nucleic
acid synthesis equipment.

=

Cicion 4
/N

Retain records relating to orders for synthetic nucleic
acids and benchtop nucleic acid synthesis equipment.

Take steps to ensure cybersecurity and information
security.

Providers

Attest to implementing the Framework through a
statement that either is posted on a public website or
provided to both the federally funded customer and
federal funding agency.

il E

Screen purchase orders for synthetic nucleic acids to
identify sequences of concern (SOCs).

Screen customers who submit purchase orders of
synthetic nucleic acids with SOCs to verify legitimacy.

of

Report potentially illegitimate purchase orders of
synthetic nucleic acids involving SOCs.

A;im
| Action 5

Retain records relating to purchase orders for synthetic
nucleic acids.

Take steps to ensure cybersecurity and information
security.
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Guidance

UK screening guidance on ¥ 0 Published 8 October 2024

synthetic nucleic acids for
users and providers

0 Includes order & customer
screening

Published 8 October 2024

Contents

Introduction L : k t : t : 1 &
Definitions (keywords) O ln S O eXlS lng a'WS
Guidance recommendations e

Customer screening regul atl O n S

Sequence screening

Suspicious transactions . §

Screening order legitimacy i E t t 1

Record keeping O Xp O r CO n rO S

Compliance with export controls

Following up with the UK government in cases where malintent is suspected

0 Domestic controls




International
Standard

ISO 20688-2

Biotechnology — Nucleic acid
synthesis —

Part 2:

Requirements for the production
and quality control of synthesized
gene fragments, genes, and
genomes

First edition
2024-03

International technical
standard for nucleic acid
synthesis

Published March 2024

Requires lab biosafety & lab
biosecurity

Requires order & customer
screening

Provides overview of expected
screening but few details
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IBBIS*

International Biosecurity and
Biosafety Initiative for Science

COMMON
MECHANISM

A free, open-source, globally available tool for
DNA sequence screening.




[ Onboarding ]%[ Ordering ]%[Biorisk Screening}%{ Follow-Up ]

Is the customer
legitimate (i.e. a
member of the
scientific
community)?

Any red flags in
order details (e.g.
shipping address,

payment, device

authorization)?

Is the customer
legitimate? (re-
verify periodically)

Is the order for
DNA or RNA
sequences that
pose a biorisk?

Does the customer
have a legitimate
use case and
appropriate
oversight?

A

(

Y/
No biorisk Biorisk flags Questions
flags cleared remain

L )
N2

N

[ Fulfil Order ] [ Deny and RecordJ




Compliance with industry best
practices when tested against real
order customer streams by beta
testers such as Twist Bioscience

<2% talse positive flags of real
synthetic biology designs

Performance on par with industry
screening tools in a standard test
set

Resilience to AI-generated
challenges



You can use the Common Mechanism right now!

Free, open-source, and
under continuous
development.

commec: a free, open-source, globally available tool
for DNA sequence screening

COMMON
MECHANISM

A free, open-source, globally available tool for
DNA sequence screening.




WORKSHOP

e Join this afternoon
e Synthesis screening
e Customer screening

A free, open-source, globally available tool for

N ——  Practical activities
" ST and active learning
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